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Marlene H. Dortch, Conunission Secretary
Office of the Secretary
Federal Communications Commission
445 12lli Street, SW
Washington, DC 20554

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Re: Annual 64.2009(e) CPN] Certification
World Conununications Carner Services, LLC (the "Company")
File No. EB-08-TC-6063
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to a letter from Marcy Greene, Deputy Division Chief, dated September
5,2008, and pursuant to 47 CF.R § 64.2009(e), the Company hereby submits its Annual
64.2009(e) CPNI Certification. Ms. Greene has also granted the Company an extension
until September 26, 2008 to file a response.

Since the Company only provides wholesale international services, it was not
aware it needed to file the Annual CPNI Certification. The Company realizes all further
CPNI certifications must be filed by March 1st of the calendar year and fully understands
the importance of ensuring adequate CPNI safeguards.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

ed,

Lance 1.
Attorn r
World onununications Carrier Services, LLC

Enclosures
cc: Mr. Jo1m Petuoglu

Mr. Robert Somers via e-mail robert.somerS@fcc.gov
Ms. Marcy Greene via e-mail marcy.greene@fcc.gov
Best Copy and Printing, Inc. via e-mail fco@bcpiweb.com
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I, John PenlOglu, C~~Mtl'fc:.::t. ~dL.ofWorld Communications Carrier Services, LLC,
certify that I am an of lcer of the company named above, and acting as an agent of the
company, that I have personal knowledge that the company has established operaling
procedures lhat are adequate to ensure compliance with the Commission's CPNl rules.
See 47 C.F.R § 64.2001 el seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how World Communications Carrier Services, LLC's procedures ensure that the
company is in compliance with the requirements set forth in Section 64.2001 et seq. of
the Commission's rules.

Nan
Title:

FCC Annual Filing
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Annual 47 C.F.R. § 64.2009(c) CPNl Cel·tifieation

EB Docket 06-36

World Conununications Carrier Services, LLC has not taken any actions
(proceedings instituled or petitions filed by a company at either state commissions, the
court system, or at Ihe Commission against data brokers) against data brokers in the past
year. Companies must report on any information that they have with respect to the
processes pretexters are using to attempt to access CrNl , and what sleps companies are
taking to protect CPNl.

World Communications Carrier Services, LlC has not received any customer
complaints in the past year concerning the unauthorized release ofCPNI (number of
customer complaints a company has received related 10 unauthorized access to CPNl, or
unauthorized disclosure ofCPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
aUlhorized to receive the information, or instances of improper access to online
information by individuals nol authorized to view the information).

FCC Annual Filing



Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Exhibit A

World Communications Carrier Services, LLC

Compliance Requirements



Soction 64.2005

World Communications Carrier Services, LLC
24007 Ventura Blvd., Suite 210

Calabasas, Cal~ornia 91302

Compliance Requirements

VVond Communications Carrier Services, LLC (''Company'') maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64,2001 et seq of the Commission's n.Jles

Usc of customer proprtatary Detwol"k iftrormatJCD wit.out customer
apprO'l8L

Ca} All)' telecomwunicatiocs cartierny use, dJ$CIQI;e" or,..mr.access to CPNl rCIT the pwpo6t: of
JIro'liding or mtlketina :JCrVice offerings amorti the, categories C1f servk:e [u_. local, intcrcxcl:llm.ge. u:d
CMRS) tn whicb the cwrtomer already 1ubscribe:l from the same c.mier, wiibont COStOtrl~ appf'O\lal.

(I) If t. tek:coDmnmk:ai:ions canic:r provi{icj diffuren[ ooegcries of service, aw1 a ctIsl;omer
t>llbscn"bec to more W.Jl one ut~ of Bert/if:.: off<:n;o by the CillrieI", the carrier is permitttd to share
CPNl amol1i the cmier"s dHliated entitiu 'ftW provide a service offering 10 lht: ~u5tOmer.

(2) If a teleooommUlli.catioos cam=r provide$ dtffemrt. C2tegnria of service, but •~ct does
cot su1,)scribe 10 l1lOI"O tIwl one o:ffm!J.g by the calTit>r, the czrrier is Dot Fennitted lo share CPNl wilh ils
affi.6a1el, excepl as provi&:d in §642007(b).

(b) Atel«:lmmUDicatiom carrier may not U5e-, disclose, or permit nccoGS to ePNl to market to a
~ s!ZVlce offerings thM are within II catcgot'}' of !ervice to which the mbsoribet does not lllready
subsu"ibc from thnt cerrler, unless that carrjcr hllS C\l$tomer approval 10 do ~O, except u described in
pw:agraph(c) O(UU9 section.

(I) A wireless provider may use, disolosc, or ptmlJt aocess to CPNI derived from Its provision of
CMRS, whhom customer approval, fur the ptOvisiou of CPE and infurJ,)l(;tio!1 service(s). A wirellne carrler
may ll~e, disclose at permit access to CP1'<.1 derived from i~ proviroon of loci! exchange service or
lnterex:change &et\ll~ without cmtorner approval, lOt the provision of CPE l!Jld call aoswtlI;'!l)&, voi.oe nt.'\il
orm~ voles norage and ret;ieval sert/ic~, fax store lIDd furward, und prutOC01 COllvenion.

(2) A teleooromnnk:ations earrI~ may Dot lUe, disclose, or pcrttrit aceoss to ePNI to identify or
tra:k cr.tSlO(])l!ll"$ that C111 competing~ proyideJos. I?ot' exunp!e, a lo\::al exchange carrier may not tlS~

IOC2I SCI"',kc CP}.,"! 10 Inrl: all CUSU>roers that caJllo<:al service ca:npetitof$.

(c) A tckcoUlII1\ll]ia:!i0n3 carrier' may use, d!sdo&e-, or pennit~ to CPNI, witllout cw.tomer
~pro\'~.I. as described ia thi$ pa:agraph (c).

0) A telt::mmnwricalions curler may liS:; ~losc, or pentlrt I1COClS$ 10 CPNl, without e:ustorDer
~A1, lr. tu provision of imide wiring in!tallation, mainl.~, and repair ser.ius.

{2) CMRS provfders may ~, disclose, or pmnil~" to CPN! for !he pwposo of oonrlocting
research on tMhealtb. e.ffe-n ofCMRS.



(3) LEes, CMRS providers, and interconnected VoIP providers may use C:PNI, without customer
approval, to markct services formerly kno'o'in as adjlU1ct-to-basic services, such as, but 110t limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call rdurn,
repeat ilialing, call tracking, call waiting, caller J.D., cail fOlWardillg, and ~rtain Centrex features.

(d) A teiccornmunications carrier may use, disclose, or permit access to CPNI to protect the rights
()r P!Opelt» oCtIle ?-mier, arlo prot~tllser$ofthoseseryices~d(jtl1ercarri~rs n:0n1 fr~u<iulf.lnt, ilbusive, orllI1.Iavif,iftise 6(or-iui;sc"TipHon--t6; su~h -servlccs". ----- -- -- --- ---- - ---- ---- -- -- -- ---- ---- ----- --- --- ------ -- --- ---

The Company ha.~ adopted specific CPNI polid!?s to ensure that, in the absence Of customer approval,
CIWI Is only nsed by the Company to prfll,itIe llr market service offerings among the categories of
w!rvice (Le., local. ifltere:r:chaflge, altd CMRS) to which the eMtomer already subscribes. Tile
ComplCny'~' CPNI policies prohibit the sharing of CPNI with affiliated companies, except as p(!Nnltted
uflder Rule M.2otJ5(a}(l) or with customer approval pursuant to lfule 64.20fJ7(b). The OIl~V exceptiollS
to the.\'e policies are a,~' permitted uuder 47 U.S.c. § 222(d) and Rule 64.2005.

&:\:tion 64.2007 Approval required for usc ofcustl.Jlut:r proprietary network information.

•

(a) A telecommunications c0111er may obtain approval through written, oral or electronic
rne-,thods,

(1) A telecommunications carrier relying on oml approvaJ shall bear the burden of demonstrating
that 5uch approval has been given in compliance with tIle Commission's rules in this part

(2) Approval or disapproval to usc, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain i:l effect until the cllstomer revokes or limit;; ~uch approval or
di.sapprovaL

(3) A telecommunication,~ carrier must maintain wcords of approval, whether oral, written or
e1e:cLrorllc, for at least one year.

Tn all circum.\'tallces where cuMbmer approval is require<11o use, disclose orpermii a~.ess to CPlVl, the
Company's CPfII7policies reqllire tltat the Compauy obtain customer appl'oval through written, oral or
electronic methods in c.omplianc'! wWt .Rule 64.2007. A customer's approval or di~apprOl:al remains in
effect until the customer reJ'oAe,~' or limits the approval or disupprol'aL The Company 1lUJi1ttllms records
ojcustomer appr01lal (Whether written, oral or elec(r011ic) for a mil/imum of(me year.

(b) Use ofOpl-OUI «rid Opt-In Approval Proce:;ses. A telecomn'..lmications Cllrrier may, subject
to Opt-(ltlt approval or opHn approval, use its customer's indi\liduaJl)' idelltifiable CPNI for the purpose of
marketing communkations-rela!<Jd services to that customer. A telecommunications cal1'iel' may, subject to
opt-Qut approval or opt-hl approval, disclose its customer's individually Id~ntifiable CPNI, f{)f the purpoSQ
of marketing communications~rclal~d s,-wiccs to that customer, to its agents and its afFiliates that provide
commuuiG~tions-relatcd services. A teleconmlunications carrier may also pennit such person or entities to
obtain access to such ePNI for such purposes, Except for ll~e and disclosure uf CPNI tlUlt is pennitted
without cU3tomcr approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 at'the Communications Act of 1934, as amended, a tclcconuuunkations carrieJ.'
IT.cay only use, disc!o8e, or pennit access to its customer's individually identifiable CPl\TJ subject to opt-in
approval.

The Company dces ",J)f use CPNI for any purpo.\'e (mcluding marketing cvmmunitXltiQns-related
~'erl'ic~) and does flot disclose or grant acce$$ to CPNI to tmy party (il/cludtng to agents or affUiafes that
provide communic(ltions-relrrted serl'ice~), except as permitted under 47 U.S.c. § 222(dj a11<1 Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information..

(a) No{i{ica{ion, Generally. (1) Prior to lllly solicitation for customer approval, a
telecommunications carrier m'J~t provide notification to the customer afthe customer's right to restrict usc
of, disclose of, aud access to that customer's CPNI.

(2) A telecommunkations cllrrier must maintain records of notificatioll, whether oral, written or,r,cti,i""
(b) Individual notice to customers mnst be providoo when soliciting approval to use, disclose, or

permit access to c1lstomers' CPNl

(0) Content ofh·otice. Customer notitlcation must provide sufficient information to enable the
customer to make an informed decision a~ to whether to pemlit a carrier to use, disclose, or pcmlit access
to, the customer's CPNI

(1) 1he notification must state that the custOIllor has a right, and thc carrk:r has a duty, wldcr
federal law. to protect the confidentiality ofCPNI.

(2) The notification must specify the types of iufurmatioo that constitute CPNI and the specific
e...'1tities that will receive the CPNI, describe lite purposes for which CPNI will be used, and inform the
customcr orms or her right [0 disapprove those uses, and dellY or withdraw access to CPNI at any time.

(3) 'I11e notification must advise the customer of the prech'e stt.'Ps the customer tllU'it ta,~e in order
to grllnt or deny access to ePNI, and must clearly state that a denial of approval will not affect the
provision of any servi.ces to which the customer subscribes, However, carriers may provide a brid
statement, in a clear and neutral language, describing cor.sequcnl."'Cs directly resulting from the lack of
access to CPNL

(4) 111e notification must be oomprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clMrly legible, lIse S11ftlci~ntly large
,type, and be placed in llll area so liS to be readily apparent to a customer.

(6) if any portion of a notification is translated into anoHwr language, 'c.'len all portions of thc
notification must be translated into that langilllge.

(7) A carrier may state in the notification that the C1Jstomer's appnJ\/al to use ePN; may t.'fiIumce
the carrier's abiEty to offcr products and services tailored to dle customer's tlceds. /I. carder also may state
in the notification that it may be compelled to disclose ePNl to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third~party access to CPNL

(9) The notification must slate that any approval, or denial of approval for the use of CPNJ
outside ofthe service to whkh the e.ustomer already subscribes from that cnrrier is valid until the customer
affirmatively revokes or limits such apIJ!'Oval or denial.

(10) A telecommunications carrier's snlkitation for approval must be proximate to the
notification of a custoDl(Jr's CP'Nl rights.

The C(lmpmt)!~5 CPNI pi}l1ci~ require dlUt Cllswmers be notified Of their rigllts, ami the Company's
obUgaJions, with respect to CPNI priM to any solicitation /(;r customer approvaL All required Cll,w,01ner
notices (wile.ther written, oral or electronic) comply with the requirements of Rille 64.2fJ08. The
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Compully maintuin.\' records oj (JU required cnstomer nuticel' (whether written, arlll or electronic) jor a
minimum ojoneyear.

(d) Notice Requirements Specific to Opf-Out. A telecommunications carrier must provide
notification to obtain opl.out approval through electronic or I'oTitten methuds, but not by orill
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply \vith the requirements ofpm-a,b'Taph (c) of tl1i3 section.

.........................

(I) Carriers must wail a 3D-day mmimum period or time after giving customers notice and an
opp0rlunity to opt-out before asstUIlillg customer approval to use, disclose, or pennlt acc~s to CPNI. A
carrier may, in its discretion, provide for a longer period, Carriers must notify cllstom~rs as to the
applicable waiting period for a response before appron] is assumed.

(i) In the case of an electronic fonn of notification, the waiting p~riod shall begin to nm from the
date on which the notification was sent; and

(ii) In the Cctse of notification by mail, the waiting period shaH begin to run on the third day
followl'1g the date that the notification was mailed,

Caniers using tile opt·out mechanism must provide notices to their customers every two
years,

(3) TeleCOlmnunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to scud notices via e­
mail regarding their ser.'ice in general, or CPNI in particular;

(ii) Carriers must allow cu.~tomers to reply directly to c-mails containing ePNI noticcs ill order to

(iii) Opt-out e·maH notices that l1Ie returned to the carrier as undelivel'able must be sent to the
customer in another form hefore carriers may comjder the customer to have rcceivcd notice;

(iv) Carriers that use e-maii to send CPNI notices must ensure that the subject line ofthe message
clearly and accm-fltd)' iJcntifies thc subject matLer aftIle e-mail; rmd

(v) Telecommunications carriers mllst make available to evcry customer a method to opt-out that
is of 110 additional cost to the customer and tIlllt is available 24 hours a day, seven days a week. Caders
may satisfy this requirement through a combination ofmcthods, so iong as all customers have the ability to
opt-out at no cost and an: able Lo cffuc"tLlate that choice whenever they choose.

The. Company doe.i mIt ClIrrellt~v solicit "opt outl' Cll.itomer approJ1aljor Ihe use or dlw:lmlUre ofCPIVI.
Tile Company d()e~ 1lot use CPNI for allY purpose (including marketillg C01W1ltmicaJ/om;~relatcd

services) alia does not disclose or grttnt access ii) CPNl to flny pflrty (indu.ding to agenis or aJJlliate.i tlrat
provilk com1lumications-related !;en'ices), except U~· permitted under 47 U.S.C. § 222(d) and Rule
64.2005.

(e) Notier:: Rr;quire.ments Specific 10 Opl-In. A telecommunications carrier may provide
notifk:::\tion to obtain opt·in approval through oral, written, or electronic methous. The contcn\:s of any such
notification must comply with the requirements of paragraph (c) of this section.

rite Compony does not currently solicit "opt in" cu:domer approval/or the use or disclosure oj CPNl
Tlfe COtnpcmy does not rise, disclose or gran! (weest> to ('PNI for /lny purpose, to aJt)' party or in OIly

maimer that H'ould reqUire a customer's "opi ill" approl'aI under the Commissum'li CP['tr7 Rules.



(t) Notice Requirements Specific to One-Time Use ofCPNl. (1) carriers may use oral notice to
obtain limited, oncMtime wre of ePNI for inbound and outbound customer telephone contacts for the:
duratiOll'ofthe call, regot'dless of wIJether carriers use opt~out or opt-in approval based on the nature of the
contact

(2) The contents of any such notification must comply with the l'equirements of paragraph (c) of
thi~ section, except that telecommunications carriers inay omit any ofthe following notice provisions. ifnot
relevwiTto·the'lJinlfed.·iiser6i·\vlildi·ilie·cmijetse~ekiicFm:·--- -------------------------- -------------------------- -----

(:.) Carriers lleed not advise customers thllt iftltr::y have opted"out previously, no ection is needed
to maintain the opt-out election;

(ii) Carriers need not advise customers that tley may sr.are CPNI with their affiliates or thlrd
parlie,; and need lIot llame those entities, iftlle limited CPN[ usage will not result in usc by, or disclosure
to, 1m affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNJ, so long as carriers explain to cl1stomers that the scope ofthe approval the carrier seeks is limited
wone-time usc; lind

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly conullunicctes that the customer can dellY access to his
CPNI for the call.

Iii instances where the C()mpany seeks one-time customer approval jqr the lise or discl()SUre of CPNI,
the Company obtains such approWil III accordance witll tlU!. dl~c1nsure.s, methods and requirements
contaIned in Rule 2008(1).

Section 64.2009 Safeguards required for use of l':ustomer proprietary uetwork information.

(li) Telecommunications earrier,~ must implement a system by which the sMus of a customer's
CPN[ approval can be clearly established prior to the use ofCPNJ,

The Company's billing sy~'tem allows authorized company personnel to easily determine tile statllS of a
CUSro11If'f'S CPNl approval on tiM customer (fCCOIDII screen prilJt 10 Ihe use or disclnsure ofL'PNJ.

(b) TelecomlUutlications carriers mnst train their personnel as to when they arc and are not
authorized to use CPNl, alld carriers must have an express disciplinary precess in place,

The Company has e,Ylablislled CPNI compliance polide!i that include employee training (n! restrictions
on the use alld disclosure of CPl\T ami required safeguards to protect agaillst unuuthodzed use or
diw:lo.fure ofCPNI Employees flave signed Illat they underKtalld the CPNI poUdes and a violatilJn of
those policies will result m disciplinary action,

(c) All carders shall maintain El record, electronically or in some other marmer, oftheil' OWll and
their affiliates' sales fu1d marketing campaigns tbat llse th~ir customers' CPNl. All carrlern shall maintain a
record of all instances where ePN) was disclosed or provided to third parties, or where third pmties were
allowed access to ePNl The record must include a description of each campaign, the specific CPNI Ihat
was used in the campaign, and what producls and servicL::s were oITe-red as a part OftllC campaign. Carriers
shall retlin the record for a minimum ofone year.

The Company's CPNI polides require thtlt all :.'ales and marketing campaigns including those utilizing
CPNJ be recorded and kept 011_ file for at le«st one year. Records are also mainiaOJerl for disclosure or
aCCRSS to CPNI by Ihlrd partles. The records include tfte required illformation listed in Rule 64.2009(c).
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(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules ill this sUbpan for out~bound marketbg situations and maintain rocords of carrier
compliance for a minimum period of cue year. Spccifically. sales personnc:l must (lbtain supervisory
appro,;-al of allY proposed out-bound marketing request for cllStomer approval.

The Company's CPNI policies require emp{oyee.~ to obtain appruval from the Company'.~ CPi'li7

.............__....J;J!mp(il~IU;!!..'OJjjggJf!l:J!lI..ltJJJt:/fe(ifl:gJ;(lllJPJ!!gfiS,.fflPllfdi!!KJ!t.(J8.ttB.filirJ"t!g._c.;rX'lf,ptl(J.r.J(I.}r!]Eqtj!!g.!l!!ll ..
c(lmpalgn, Record of tTl!!. marketmg campaicn.~, along witll the appropriate ,mpervuory approval is
11Ulllltainedjor at (east one year.

(e) A telecommunications calricl- must have an officer, as an agent of the carrier, sign and tile
wijb the Commiss:ion a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that U1(; company has established operating procedures that are
adeq"Llate to ensure compliance 'with the rules in. this subpart. TIle carrier mllst provide a ~tatement

accompanying the certificate explaining how its operating procedm"es ensure that it is or is not in
compliance with the rules in this suhpooi. In addition, the c,mier must include flU explanation of any
actions taken against data brokers and a stlmmary of all customer complaints received in the past yea::
COllCel'll.lng the unauthor;~d release of ePNI. This filing mnst be made annllally with the Enforcement
Bureau on or before M.arch 1 in BE Docket No. 06-36. for data pertaining to the previous i,;alcndar yeur.

The required uffieer certification, actiONS taken against data f;;rokers and summttry Of customer
complahtt dOCufflentv are included with tlJis uceompan.ving statemeril. The Company will file these
documents on an annual basis on or be/ore March 1jor data pertaining to the previous calendaryear.

(f) Carriers must provide v,'1"itten notice within five business days to t1>..o Commission of any
fnst~nce where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt~out is more than an anomaly.

(1) The notice shall be in the fonnofa letter, and shall include thll carriQr's name, a description of
the opt-out mechanism(s) llsed, the pmblems(s) experienced, the remedy proposed and when it will be/was
implemented, whether \he relevant state commission(s) has been notified and wh~,tber it has taken any
action, a copy ofthe notice provided to customers, and contact infonnalion.

(2) Sl.lch notice must be submitted even if the carrier offen other methods by which consumers
may opt-out.

17Ie Company does not currently snlidt "opt out" customer approvalfor tile use or disclosure ofCPNL

Section 64.2010 Safeguard.~ on the disclosure ofeustnmer proprieblry network information.

(a) Safeguarding CPNJ. Telecommunications c8lTiers ffimt lake reasonable measures to discover
ar,d protect against attempts to gain unaufuorized aecess to CPNI Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit.

Tile Company's CPNI policies and imlflloye.e training include reasonable measures to discover and
protect against activity tllat is indicative (If pretexting and emphJyees are instructed to not(fY tile U',VT
Compliance Officer ifa11Y STlcl! aetlv#y Is suspected.

(b) Telephone access to CPNl. Telecommunications carriers may only disclOSe call detail
infonnation over the telephone, based on customer-initiated telephone contact, if the customer f!fst
pro"ides the canier with a password, as described in paragraph (e) of this seclion. that is not prompted by
tbe carrier asking for readily a"ailable biographical information, or account information. If the customer
does not provide a password, the telecommunications Cfu'1'ier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customcr at the telephone nllUlber of
record. If the custcmer is able to pro".-ide call detail illfonnatiOll to the telecommunications carrier during a

6



•

customcr~illitiatcd call without the telecommunications clirrier's assistance, then the telecommunications
carrier is permitted to discuss the call de>.ail information provided by the customer.

The Company>s CPNI poHcies ensure that a customer is only able t(l access eaU detail information over
the telephOlli! in onc I)f tile ways lfflted in Rule 64.20IO(b). If the customer cannot remember tlleir
password, they !lTe prompted to llnswer II security question. IVdtller the password 'tol tlle security
,q~~~H:t!!~,,'!~~,!Jf/:~'f!(L,!,:!,tl!'!t!J!JL,U:_;>/,,!~,!~!~,,~_I!!K~a.P'!!I!i!.~J!':[f!~'!!U!lu.lJ"~r __ ,~~~i,-#!f,!!J11;tl/t(J.1r.:_,q!l!,/,,,J,!,e.r,
service representatives are i11S1ructNl to outlumtlcote customers over tile telephotle in all imtaneC5 except
in the case where the eM.flomer provides the mEl detail information without llle as~ist,2Ju:e of the
CQmpany.

(c) Onfi'l1e access to en·if. A telecommunications carrier must authenticate a customer without
the use of readily aV<lilable biographical information, or aC<)ount infonnation, prior to allOWing the
customer online acces~ to ePNf related to a teh:communicmions sen/ice al."'Wunt. Once authenticated, (he
customer may only obtain online access to ePNI related to a telecommunications service account through a
password, a.~ de.~cribed in paragraph (e) oftlJi~ section, that is not prompted by the calTier asking for readily
lw~ill'\hl", hlr,o-r:mhi(';ill infl11Tr1~fi"n l1r .1 ....cJl1mt ;nfmrnM;rlll

The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information.

(d) In-Slore acces.l· to ePN/. A tdecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to tbe telecommunications carrier or its ageot a valid photo
10 matching the customer's accOllilt information.

The Company does not have retail locations.

(e) Establishment of a Passward alJd Back-up Authentication Metho& for Lost or Forgo/ten
Passy.'Qrds. To establish a password, 'a telecommunications carrier mllst authenticate the custom~r without
the use of readily available biographical information, or account information, TeJecommlmications carriers
may create a back-up customer authentication method in tlle event of a lost or forgotten pussword, but such
;back-up customer authentication methOd way not prompt the customer for readily available biographical
information, or accowlt information. If a cuslomer cannot provide the correct pussword or the correct
response for the back-up customer autl1enticatioJl method, the customer must establish a new password as
described b this paragraph.

Tile CompanY'$ ('PlV] policies «Ilow for a few ways w establish a password, all of which ensure
campltance with the above paragraph. P;/Jch met/lod alslJ allows ihe customer to establish u back-up or
security question in the event that they jorget their password. In no event does the Company Nse readily
(j;Vallable biogmphlc{JI information or accoulJt Information as a hoek-Up questilm Qr as a means to
e~·tahlLffl a pfl.~,<;wfJrd or authenticate. the customer.

(f) Notification of account cJtQlJges. TdecummulI1callons carriers must nOlify customers
immediately whenever a password, customer response to a back-up means of authentication for losl or
fmgntten passwords, online account, or address of record is ~rcatcd {}[ changed. This notification is 1101
required when the customer initiates gefvice, incl:.iding the selectioll of a password at service initiation.
TIlis notification may be through a carrier-originatcd voicemail or text Illes~agc to tIle telephone nu.mber of
record, or by mail to the llddrcss of record, and must not reveal +lle changed information Qr be sent to the
new ac(,onnt intormation.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back-up means of authentication, or address of record. The notification will be through a carrier-originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Sl~yim::ss Customer Exemption. TekcomIfiwlications cmieril may bind thcmselve~

contractually to authentication regimes other than those described In this sectkm for servicl's they provide
to thejr busine~s customer tha have both a dedicated account representative and a contract that specifically
addresses the canicrs' protection ofCPNl

Tlte Company doe.f nat utI1ke the bU~'i1lesS customer exception at this time.

Section 64.2011 Notification uf customer proprietary network information security
breaches.

(a.) A telecommunic3tions carrier shall notifY law enforcement of a breach of its customers' CPNl
as provided in this section, Tbe carrier shall not notify its cllstomers or disclose the breach pllblicly,
whether voluntarily or under state or local law or these rules, until it lms completed the process of llotifying
law enforcement pU~llant 1-0 paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonabLe
determination of the breach, !he tdecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau oflnvestigation (FBI) through a central reporting facility.
The Commisslon will maintain a link to the reporting facility at /)j!P.;!.LI.'DY'>'i.fcc$os(eb/cnlJi_

(1) Notwithstanding any state law to the contrary, the carrier shall not notitY customers or
disclose the breach to the publlc until 7 full business days have pas.~cd after llotification to the USSS and
the FBI except as provided llJ. paragraphs (2) and (3).

(2) If the carrier believes that there is: an extraordinarily urgent need to notify any class ofaffected
customers sooner than otberwise allowed nnder paragraph {1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimi?.c any adverse effecl:3 of such customer notification.

(3) If the relevant investigating agency detenninc~ that thl: public disclosure or notice to
'customers would impede or oompromise an ongoing or potential criIumal investigation or national secUlity,
such agency may direc·t the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be cxk:ndcd by Lhe agency as reasonable uecessary ill the judgment of the agency. If such
direction is given, the agency SD<tn notii)' the carrier wheT" It appears mat public disclosure or notice to
affected cus1.om-:::TS will no longer impede or compromist:\ a crimiml invesliga1.io~l or llalional set:urity_ The
agency shall provide in writing its initial direction to the carrier, any subsequent exten~'ioll, and auy
notification that notice will no longer impede or compromise a criminal inve~tigation or national security
mId such writings shall be contemporaneously logged Oil the smne reporting faciiity that contains records of
notifications filed by carriers.

(c) Recordkeeping. All caniers shall maintajn a record, electronicl\lIy or in some otber manner, of
11!l)' breaches discovered, notific;'ltion made to the USSS and the FBI pursuant to paragrapll (b), and
notification mooe to customers. The r~cord must include, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Curriers shall retain the r"cord for a minimum of2 YCill"S.

The Company lUIS policies ltIulprocedures inplnce to ensure compliance with Rule 64,20I.l, Wlwr it l~

reasonably determined that tl hretlcll has occurred, flu! ePN! Compliance Officer will notify law
enforcement and its customer in tI,e required ttmefmmes. A record ofthe breach lVi/I be maintailledfor
a minimum of tIl'o years and will include all informatiON required by Rule 64.2011.
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